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Abstract. The application of Information Technology (IT) in the form of Academic
Information Systems at the University of Muhammadiyah Riau (UMRI) has been carried
out since 2010. Currently, academic activities at UMRI are very dependent on the
existence of the information system. Activities carried out through academic information
systems include student lecture registration, student study results, lecturer and student
master data, scheduling lectures, lecture absences, and others. The application of this
academic information system can pose a risk if the UMRI fails to assess the source of risk
threats. This can result in the impact of information services being disrupted and the
cessation of the decision making process. Risk is an uncertainty that can have a negative
impact on an organization. Since its implementation to date, UMRI has never carried out
systematic risk management. Even though the use of academic information systems at
UMRI is currently crucial. Risk management is an effort from planning, organizing,
leadership, controlling resources and activities to minimize the impact of losses and
uncertainty on costs and consequences. Thus, risk management of information systems
should be carried out by organizations that utilize Information Technology to support their
activities. One method that can be used to build risk management of information systems
is the Octave Allegro method. This method is a methodology for identifying risks to
information systems related to information system security. Octave defines important
components in a comprehensive, systematic, context-based information system security
risk evaluation. The Octave Allegro method consists of 8 (eight) stages. The final result of
this study is in the form of a risk assessment table and mitigation of risks to information
assets. There are 8 (eight) crucial assets with a level of risk assessment of as low as 1
(one), moderate as much as 5 (five) and high as much as 2 (two).

Keywords : Academic Information Systems, Risks, Management Risk, Octave
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1. Introduction

The following are the things that underlie the research related to asset identification at Universitas
Muhammadiyah Riau.

1.1 Background

Information technology is one of the supporting factors in increasing the productivity of business processes
of an organization in the era of globalization that is growing rapidly. The application of information
technology must be balanced with adequate management. The same is true with education service
providers that need information as a foundation for successful performance. One application of information
technology in the academic field is an academic information system. According to Rilyani (2015), the
academic information system is one of the integrated systems that become a media link
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between academic communities. Thus, the information system can simplify the work and accelerate
the work process related to academic activities in educational institutions.

Universitas Muhammadiyah Riau (UMRI) is one of the private educational institutions in Riau
Province. Academic activities at UMRI have been supported by information technology in the form of
Academic Information System of Universitas Muhammadiyah Riau. Academic Information System at
UMRI has been used since 2010. It is supported by various features that enable Academics in UMRI
to interact through an integrated system. Activities that are usually carried out through an Academic
Information System include academic registration, scheduling of lectures, academic results, master
data of lecturers and students, and others. The increasing use of Information Technology in the
academic field, especially the use of information systems at UMRI, is also in line with the increasing
risk of Information Technology that must be faced by UMRI. This happens because in addition to the
positive effects that arise due to the development of information systems, security problems and
management of IT resources also occur. The security problem referred to in this statement relates to
the risk of Information Technology.

In this study, the risk identification stage is carried out. At the initial stage, identification of
information assets is carried out in the implementation of academic information systems at
Universitas Muhammadiyah Riau.

2. Method

In identifying information assets, it is carried out in three stages using a worksheet developed by
octave allegro. The following are the stages of asset identification.

2.1 Developing an Information Asset Profile

The risk assessment conducted focuses on assessing the information assets of the Academic
Information System. This step begins by defining the information assets of the Academic Information
System, in the form of names, user descriptions, and core processes in carrying out these assets. This
helps the Information Technology and Database Unit of UMRI (TIPD) to identify all information
assets vulnerable to disclosure, modification, loss/damage, and interruption. Profiles are created for
each information asset.

2.2 ldentifying crucial asset

To determine critical information assets in the Academic Information System, it can be seen from the
system process, what activities are related to the system. Academic Information System is used by
UMRI for data processing activities of students and employees/lecturers, namely processing the
complete profile of students and lecturers, and student financial data. The Information System has
several uses by dividing into several modules, namely employee modules, lecturers and student
modules. The form of a table is to determine the critical information assets that contain modules, users
and core processes. The module means the system information section used and in the module there
are menus for system activity. The intended user is the owner or the party operating the module. The
core process is the activity carried out on the information system used. Before determining the most
critical information assets, the worksheet critical asset is used as follows:
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Table 1 Critical asset (Menu hame)
Critical Asset (Menu name)
Rational for Selection
Description
Owner
Security
Requirements

Availability Integrity Confidentiality

Important Security
Requirement

In table 1, critical asset is to determine the menu to be documented in column (1). The next step is to
use Rationale for selection to document the reasons for selecting critical information assets in column
(2) in the Critical Information Asset Profile. Then fill in a description of the critical information assets in
column (3) of the Critical Information Asset Profile. Define the scope of Information Asset and that agreed
and general definitions will be used. Then identify and document the owner of critical information assets
(referring to the definition provided to determine which one is the owner). This information is filled in
column (4) Critical Information Asset Profile. Furthermore, filling security needs for Confidentiality means
that the confidentiality of information from these assets, Integrity means the truth and accuracy of the
information on the related assets and Availability means the availability of information on the asset related
information in column (5) on the Critical Information Asset Worksheet. It starts by marking needs that can
be applied to information assets and forwarded by filling out information that complements the statement
of security needs. On the right of this statement, it can be added with needs or more specific needs. Then
the next step is to identify the most important security needs for information assets by selecting one of the
security needs in column (6) of the Critical Information Asset Worksheet. This information is used when
determining the potential impact of risk.

2.3 ldentifying the Information Asset Container

There are 3 very important points about security and the concept of information asset containers,
namely technical, people and physical. Container is a place where information assets are stored, sent,
or processed so that they can be points of vulnerability and threats that position information assets at
risk, and conversely containers, can be places where control can be implemented.

The container is specifically identified from several types of information technology assets such as
hardware, software or systems. The first is done by determining information assets in a technical asset
container that includes technological assets (software, application systems, servers, networks or
hardware), physical containers can also be physical objects such as paper and container people in the
form of ownership such as who is the user of the information assets. The following are forms of
technical, people and physical container asset tables. To identify container assets, the following sheet
is used:
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Table 2 Container asset_menu of employee data
Menu of Employee
and Lecturer Data
Information Asset
Risk Environment
Map (Technical)
Internal

Container Owner(s)
Description

External Owner(s)
Container -
Description

In table 2, the asset technical container in column (1) is used to fill in the menu name, information asset
risk environment map (technical) in column (2) is to state the mapping of information asset risk
environment including software, hardware, server, application system, internal in column (3) is to state the
organization that uses it. Container description for descriptions of asset information stored, sent and
processed are in column (4). Owners to state the system owner or user are in column (5). And column (6) is
to state that there is no outside party involved in the activity on the related information system.

Container asset people are to state the owner or user of the information system, and who carry and
store the information assets. The container description contains the user related to the information
system used, while the owners are the names of the information assets used.

Physical asset containers are used to declare file folders where they are stored in physical form, for
example paper. As in the table 1.4, container physical assets the employee data menu is for the container
description containing a paycheck/slip, while the ownesr is the employee and lecturer concerned.

2.4 Data Collection Stages

Data collection methods are carried out to obtain information, main data and other supporting data
needed in order to achieve the research objectives. Data collection is obtained from research objects in
the following ways:

1. Literature Study

Literature study activities are carried out by studying and researching various literature. The
literature is obtained from libraries such as from books, scientific journals, internet sites, and
other literature related to this research.

2. Field Study

Field study activities are carried out by conducting a direct or indirect review study. The
review was conducted at the Head of the UPT Information Technology and Database of
UMRI, lecturers, students and employees as well as document review.

3. Results and Discussion

The following are the results of asset identification carried out.

3.1 Developing Information Assest Profile

The risk assessment conducted focuses on assessing the information assets of the Academic Information
System. This step begins by defining the information assets of the Academic Information System, then
identifying the container assets, where the assets are stored and who owns the assets. This helps the TIPD
UMRI to identify all information assets vulnerable to disclosure, modification, loss/damage, and
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interruption. Profiles are created for each information asset. At this stage, 11 assets are produced from
the academic information system.

3.2 ldentifying crucial asset

Determination of critical information assets refers to the process of Academic Information Systems.
Critical information assets are information assets used in the processing of Academic Information
Systems. The information assets that have been determined as critical information assets are recorded
in the critical asset information worksheet. The information assets selected after considering several
questions are:

1. Animportant information asset for UMRI

2. Asset information used in daily operational activities

3. Information assets which, if lost, can interfere with the ability of UMRI in achieving UMRI's
goals and mission.

From the results of the above considerations, there are several information assets categorized as
important information assets: Employee and lecturer modules consisting of employee data menu,
attendance menu, attendance correction menu, academic menu, and research and publication menu.
Student modules consist of academic record transcripts, study plan, study results, exam card,
schedule, and payment data menu.

From the information assets that have been determined, the most critical information assets for UMRI
are deterimined. A bad impact will be faced by UMRI if the following things happen regarding the
critical information asset:

1. The information assets are modified without authorization

2. The information assets are lost or damaged
3. The information assets are accessed by people who do not have permission
4

The information assets are critical for academic information systems and UMRI

From the above questions and the considerations of the TIPD UMRI, the critical assets are the
information assets contained in student modules and employee & lecturer modules, because this is
where the core process is carried out. The critical information assets are: The employee and lecturer
modules consisting of employee data menu, attendance menu, research and publication menu and
academic menu. Student modules have a menu of academic record transcripts, study plan menu, study
results menu and payment data menu. Then the critical assets above are documented on the critical
asset worksheet. After filling in the critical asset worksheet, 8 critical information asset tables are
obtained, namely employee data menu, attendance menu, research and publication menu, academic
menu, academic transcript menu, study plan menu, study result menu and payment data menu.

3.3 Identifying Container from Information Asset

There are 3 very important points about security and the concept of information asset containers,
namely technical, people and physical. Container is a place where information assets are stored, sent,
or processed so that they can be points of vulnerability and threats that position information assets at
risk, and conversely containers, can be places where control can be implemented.

Specifically it is identified from several types of information technology assets such as hardware,
software or systems. The first is done by determining information assets in a technical asset container
that includes technological assets (software, application systems, servers, networks or hardware),
physical containers can also be physical objects such as paper and container people are in the form of
ownership such as who the user of the information assets is.
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Based on the results obtained after carrying out container assets in 3 aspects, namely technical, people
and physical, technical containers are employee data menu, attendance menu, research and publication
menu, academic menu, academic transcript menu, study plan menu, study results menu , and payment
data menu. People container includes employee data menu, attendance menu, research and publication
menu, academic menu, academic transcript menu, study plan menu, study result menu and payment
data menu. While physical containers include employee data menu, research and publication menu,
academic menu, academic transcripts menu, study results menu and payment data menu.
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